Experimental analysis show that such a mechanism has been built which provides more security than the previous version of modified SNOW 2.0 in which non linearity was either not introduced or it was introduced using two Linear Feedback Shift Registers (LFSRs). It is concluded that this version is more powerful with respect to the security of plain text against Guess and Determined attack (GD) as compared to the previous versions.
INTRODUCTION
A stream cipher is a cryptographic way to achieve the confidentiality on communication channel [1] . They are broadly used for the provision of security for communication and in network streams.
Linear Feedback Shift Register (LFSR) is the frequently used device as key stream generator. It is mostly used in many key stream generators due to its simplicity. The SNOW family is a typical example of word oriented stream cipher, based on Linear Feedback Shift Register [2] .
The initial version of SNOW was presented to NESSIE project in 2000, which wasn't accepted due to the weaknesses present in it against the Guess and Determined (GD) attack. Then the new version SNOW 1.0 was developed by Thomas Johansson and Patrik Ekdahl and it was also discarded due to Guess and Determined (GD) attack. Then these authors presented a new version SNOW 2.0 which was the modified version of SNOW 1.0 with the enhancement of features for secure communication. It was claimed to solve the weaknesses and improvement of the performance. Later on a Modified version of SNOW 2.0 was built by Hadi Ahmadi which was static in nature and it was also less secure against the Guess and Determined (GD) attack [3] .
In this paper, the static feedback based modified SNOW 2.0 has been converted into dynamic feedback based modified SNOW 2.0 by using one Linear Feedback Shift Register (LFSR) and with the addition of non linear function which enhances the security performance of the model by using irregular clocking. This will increase the complexity for the attacker to guess the input. The proposed model of Non linear SNOW 2.0 with one Linear Feedback Shift Register (LFSR) is checked for security against Guess and Determined (GD) attack and by experimental analysis it is observed that it is more secure.
The paper is organized in such a way that: section 2 discusses related work to proposed schemes, section 3 demonstrates the proposed framework, section 4 discusses proposed technique along with algorithm ,section 5 discusses analysis of proposed technique, section 6 describes the experimental results and at the end the conclusion is given in section 7.
II. RELATED WORK
Ahmadi and Salehani et al. [3] proposed a Modified Version of SNOW 2.0. He gave a criterion of modifying an LFSR-based stream cipher against Guess and Determined (GD) attacks. In this model a stream of pseudorandom digits in a synchronous stream cipher was independent of the plaintext and cipher text messages, and then combined with the plaintext for encryption or with the cipher text for decryption. IrfanUllah and Naz et al. [4] proposed a model of SNOW 2.0 and claimed that it contained a series of patterns of bits that were traceable. Two versions SNOW 1.0 and SNOW 2.0 were examined and concluded that if the plaintext that has to be encrypted is of small amount, modified Version of SNOW 2.0 should be used and if large data set has to be encrypted original snow 2.0 should be recommended. Khan et al. [2] proposed the model of dynamic feedback based modified SNOW 2.0 and compared the dynamic nature of modified SNOW 2.0 with the previous version of modified SNOW 2.0 that was static in nature. Also compared them on the basis of Guess and Determined (GD) attack and concluded that Dynamic Feedback based Modified SNOW 2.0 is more secure than static feedback based modified SNOW 2.0 for the encryption of plain text. Masood et al. [5] proposed the model for analysis of non linear Snow 2.0 for improved security and did it by embedding a non linear function using two Linear Feedback Shift Registers (LFSRs) in dynamic feedback based modified SNOW 2.0.
In this technique the linear behavior of static feedback based modified SNOW 2.0 has been converted to non linear behavior by introducing non linear function based on irregular clocking. For this the feedback change accepts values at 72 | P a g e www.ijacsa.thesai.org dynamic tap positions rather than static so its structure is considered as dynamic and non linear and it was found that this dynamic feedback mechanism for Linear Feedback Shift Register (LFSR) and nonlinear behavior was an effective method to improve the security of SNOW 2.0 and hence it resulted in increased complexity for attacker to guess the input.
III. PROPOSED FRAMEWORK
The proposed model comprises dynamic feedback based modified SNOW 2.0 with one Linear Feedback Shift Register (LFSR) along with the non linear function. For security provision in stream ciphers dynamic feedback mechanism is the best way as it changes a deterministic linear recurrence of some registers into probabilistic recurrence [2] . Due to this characteristic the stream cipher having dynamic feedback control mechanism remain protected against various attacks.
The attacker has to guess the some inputs to the non linear function for which he has to obtain a linear recurrence of the key stream. The irregular modification makes it impossible for the attacker to find the linear recurrence of the key stream obtained by some registers. In this way the security enhances. 
IV. PROPOSED TECHNIQUE

A. Working Scenerio of the Proposed Model
The working of the proposed model is described in detail in this section. The whole process continues in such a way that:
1. At first the key initialization is done in order to initialize LFSR. The registers R1 and R2 of the Finite State Machine (FSM) are set to zero.
2. In the next step, the cipher clocks 32 times without producing any output and the FSM output is fed back into the Linear Feedback Shift Register (LFSR).
3. The steps for the proper working of cipher are as follows:
R1 t , and then Xor it with R 2.  tempf t = (S t+15 R1 t ) <<< 7  f t = tempf t  R2 t ; when t≥0 4. The non linear function is implemented in such a way that at first initial vector (IV) values are initialized and a key is loaded. The dynamic tap positions are taken and the whole process continues as follows:
The final keystream is determined as follows:
Final 
B. Graphical Representation of the Proposed Model
The graphical model of the Non linear modified SNOW 2.0 using one Linear Feedback Shift Register (LFSR) is shown in "Fig. 3 ". It depicts the flow of the whole process. At first the dynamic number generator will generate dynamic numbers which will be fed to the shift registers.
The values form the shift registers will be then given to the clock-controller and the values of shift registers will be updated. The updated values will then be fed to the non linear function which will generate key stream. No output.
4) Algorithm: Non linear Function
Input: Four numbers generated dynamically
Output: keystream Read dynamic numbers Add them to internal memories
Xor the resultant values with dynamic numbers output keystream.
V. ANALYSIS OF PROPOSED TECHNIQUE
The performance of proposed technique can be analyzed by the help of attack. Guess and Determined (GD) attack has been done on the proposed technique in order to measure its security position.
Guess and determined (GD) attacks have been affecting some stream ciphers. In this attack, the attacker judges the correlation between the cipher's building blocks [6] .
In this attack the attacker at first guesses the initial states of the cipher, which is known as a basis. Then he finds the running key sequence. If his sequence matches the original key sequence it means that he has guessed the original key stream and if it does not match then he tries again to guess with new initial values and key until he finds the original key stream.
This process is based on the fact that, the attack complexity will be less if the basis size is small [7] . Due to presence of the nonlinear function, it is not possible for the attacker to guess the correct values.
The Guess and Determined (GD) attack occurs in the sequence as follows [8] In the proposed system the attack is applied in this way that at first the initial values and secret key is guessed. Then the key is converted into binary form. This binary format is then converted into 32 bit format. Then key stream is determined with the help of this secret key initialization. At the end this key stream is compared with the original key stream.
VI. EXPERIMENT RESULTS AND ANALYSIS
The Guess and Determined (GD) attack has been applied on the proposed model and on the previous versions also to check the security standard of the proposed version. The comparison algorithm has been applied to compare the key streams generated with the guessed key streams. It works in such a way that the result is "1" if the key stream matches and it results "0" if the key stream is not matched.
Following are the two phases in which the results have been examined.
A. Analysis of Phase I
In order to determine the original key stream on basis of guess, 30 experiments have been performed in Phase I. 10 experiments are performed on each of Non linear Modified SNOW 2.0 using one Linear Feedback Shift Register (LFSR), Dynamic feedback based modified snow 2.0 using non-linear function, dynamic feedback based modified snow 2.0 and static feedback based modified snow 2.0. 1 attack is applied on each experiment and each attack has 10 guesses.
One attack generates 50 guess key streams; mean 10 attacks generate 500 key streams. Hence, 30 experiments have 1500 guesses in total.
Experimental analysis show that the proposed model show more resistance to Guess and Determined (GD) attack as compared to the previous versions. Results of the Phase I are shown in "Table I". According to " Table I 
B. Analysis of Phase II
In Phase II, 30 experiments have been performed for the analysis of key streams, each experiment has 10 attacks and each attack has 50 key streams. Similar to Phase I, 10 experiments contains 500 guesses.
10 experiments are performed on each of Non linear Modified SNOW 2.0 using one Linear Feedback Shift Register (LFSR), dynamic feedback based modified snow 2.0 using non-linear function, dynamic feedback based modified snow 2.0 and static feedback based modified snow 2.0. The only difference from Phase I is that, in this phase 40 key streams have been generated against each guess. As the number of key streams increase, the number of comparisons also increases.
Experimental analysis show that the proposed model show more resistance to Guess and Determined (GD) attack in Phase II as compared to the previous versions. Results of the Phase II are shown in " According to " Table II" 
